Madeley Academy — Remote Access

http://vpn.madeleyacademy.com

Members of Staff and Sixth form students are able to log into the shared and their user areas from home.

System requirements —

Antivirus

Trusted antivirus software is required as we want to keep everything safe and secure. Antivirus is a good
idea even if you are not going to use the VPN to keep your system in secure and running as fast as possible.
Please ensure you have antivirus software on your system with up to date definitions. Also please run
regular virus scans if your system does not already do this.

Please see the below links for popular free antivirus software (non exhaustive) o Free.avg.com (Windows,

MAC OS, Android, 10S) o www.avast.com (Windows & MAC 0OS) o www.sophos.com (Free for MAC OS &
Android)

Operating system & Device access

The new VPN system now works on multiple operating systems. These includes but not limited to; Windows
7, Windows 8, MAC OS, Android & IOS. Please try to have the latest updates for the OS. l.e. latest Windows
updates available in the “Control Panel” > “System and security” > “Windows update”.

The system can be accessed via mobile devices such as smart phones and tablets, however, there are
limitations on accessing certain areas of the system.

Java updates

This is a Java based system so please have your Java up to date. To get updates go to www.java.com.

Web Browser

Madeley Academy IT services recommends the latest version of Microsoft’s Internet Explorer. However,
other web browsers will run the system, including but not limited to Google Chrome and Mozilla Firefox.

Eportal & Topdesk

When logged into the VPN there is an Eportal link. When you click on this link, depending on your web
browser, a new windows or tab will open with the usual eportal log in page. From this page just log in and
use eportal as normal. Please use this method of access to Eportal when outside of the Academy.

Soon you will be able to access Topdesk from home via the VPN to log IT services requests or faults.
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1. Go to vpn.madeleyacademy.com, after accepting the website security notice and clicking “Continue
to this website” you will be presented with the logon screen for Remote Access to the Madeley
Academy network resources.

Login to this screen using your usual Madeley Academy credentials.

MA Remote Access

Log in here to establish a secure connection to your network resources.

Loginto: MA Login
Usemame:

Password:
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2. After logging in for the first time you will be asked to install a small browser plugin. This is required

for you to carry on and gain access to the resources. To proceed, click Install.

Aventail Access Manager

To access resources on your network, you must install the Aventail Access Manager. This
one-time process will set up components used to access your network, and ensure that
they are kept up-to-date on this computer. Click Log out to end your session.

Important: Your personal firewall may ask you to grant permission to this program to
access the internet. You must "unblock” or "permit" this request for the installation to
succeed

¥) More info

When prompted by your browser to Run or Save the
download, select Run.

Complete the plugin installation by clicking Allow to allow
the plugin to Run.

3. When prompted to allow the client agent, click the Allow button at the bottom, ticking the check
box to “Do not show me the warning for this program again” will prevent you from being asked



again in future.
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Internet Explorer Security

@ A website wants to open web content using this
/' program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Mame: Extraweb Proxy Client Agent
Publisher:  SonicWALL Inc.

@ not show me the warning For this program again

Allow on't allow ]

4. Once the agent is installed you will then be presented with the Resources Home Page. Select your

required resource by clicking on the resource text.

Logout | Help | Details
MA Remote Access

A)Access:Web  User:jdavies  Session start: 11:01

Home
To access a resource, click its name from the list below.

“ MA Online Curriculum

|@ ma Email

|@ eportal

(1 USER AREA
School User Area

[ STAFF SHARE
Staff Shared Area
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To gain access to network User or Shared areas click on the required resource link. To use the resource as
intended you must have Java installed on your machine (available from: www.java.com)



Acknowledging any prompts by either clicking Continue or Run will launch the file explorer environment.

x ) SecurityWarnihg

Do you want to run this application? : g 5 :
% = “ly Allow access to the following application from this web site?

(( Publisher: SonicWALL Inc. Web Site:  https://92.42.57.86
T2
LJ'_’ Location: https://vpn.madeleyacademy.com Application: UNKNOWN
Publisher:  SonicWALL Inc.

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above. This web site is requesting access and control of the Java application shown above.
Allow access only if you trust the web site and know that the application is
intended to run on this site.

|| Do not show this again for apps from the publisher and location above
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) More information

From here you will be able to download and upload files from the network either by using the
buttons along the menu at the top or simply dragging and dropping from left to right and vice
versa.

MA Remote Access
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5. When you are finished with accessing the system please log out of it, using the “Log out” link at the
top right hand of the page.



Troubleshooting section —

Refer to this section if you are experiencing issues with accessing the Madeley Academy VPN. Below are some of
the common issues while trying to access the VPN.

1. If you get the error shown in the image below in Internet Explorer 11 this can be attributed to two
different problems.

@ This page can't be displayed

This page can't be dis

Turn on SSL 3.0, TLS 1.0, TLS 1.1 and TLS 1.2 in Advanced settings

http://vpn.madeleyacademy.com again

played

and try conne:

Change settings |

13:41
09/12/2014
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o The first and most likely issue is that your java is not up to date and you have not removed previous
versions of java from your machine. Please follow the below instructions to rectify this issue.
o Gotowww.java.com and download the latest version of java. (Java Version 8 update 25 &
above are compatible with Madeley Academy’s VPN system.)
o Once you have installed the latest version of java, you need to check that any other versions of
java are not present on machine.
= This can be done by going to: ‘Start’ > ‘Control Panel’ > ‘Uninstall A Program’.
= Alist of all the programs on your machine will appear, scroll through the list and look for
any versions of Java that are not the one you have just installed. For example Java 7
Update 65. If you locate an older version of java, right click on the instance and select
the ‘uninstall’ option from the list. This will remove the program. Please do this for all
instances of java except the latest.
e The second issues is that IE 11 TLS setting are incorrect. Please follow the below to rectify this.
o Click on the ‘Change Settings’ button as shown in the image above
o A new window will appear titled ‘Internet Options’. Scroll down the list until you locate the
section titled ‘Security’. Once in security find the multiple instances of ‘Use TLS...". Ensure the
check boxes for ‘SSL 3.0’, ‘TLS 1.0’, ‘TLS 1.1’ & ‘TLS 1.2, as shown below.


http://www.java.com/

D = & ]| @ This page can't be displayed >

This page can't be displayed

Turn on SSL 3.0, TLS 1.0, TLS 1.1 and TLS 1.2 in Advanced settings and try connecting to
http://vpn.madeleyacademy.com again.
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General | security | Privacy | Content [ Comnectons | Programs | Advanced

Settngs
[¥] Enable me protect help mitigats e attacks® &
[¥7] Enable native XMLHTTP support
] Enable SmartScreen Filter
[[] Enabe Strict P3P Validation*
[7] send Do Not Track requests to sites you visit in Internet E
] use ssL 2.0
[¥] usessL 3.0
[¥] usems 10
@
7] Use TS 1.2
[¥] Warn about certificate address mismatch*
| | Warn if changng between secure and not secure mode | =
[#] wan if POST submittal is redirected to a zone that does n
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*Takes effect after you restart your computer

| Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to ther default P
conditon.

You should only use this if your browser is in an unusable state.
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2. If using Google Chrome you may have a loading screen that will not end as shown below.
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ps://vpn.madeleyacademy.com/postauth/_EPCinterrogatorpage?success=%2Fworkpla

MA Remote Access

Aventail Access Manager
Please waft for 2 moment as the Aventail Access Manager is being installed. When the instaliation has finished. you vil be redrected

10.a new page

Once this page has been on for more than 30 seconds and has not loaded, select the URL and highlight

[ ]
and delete the end of the URL after vpn.madeleyacademy.com and click enter. This will take you
through to the VPN with no further issues. Please see as demonstrated below.
(&) MA Remote Access x|
€« C & https:/’/‘vpr{madeleyacademyAcom,‘; ostauth/ _EPCinterrogatorpage?success=%2Fworkplace%2Faccess%2Fhome&alias=workplace]
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3. Pop up blockers. If you have pop up blockers activated in your browser please disable these as they may
be stopping the ‘Security Warning’ or ‘Installer’ from opening in a new windows.

4. In Google Chrome you may need to install a Java plug in. This needs to be done if you get the below

showing on the page.
) MA Remote Access % / =) MARemote Access x SNt <]

€ | & hips//vpnmadeleyacademy.com/wc : nicExplorer?path= ma-datal/StaffDat I =

3 Java(TM) is required to display some elements on this page. |Install plug

" MA Remote Access

I MyComputer

Java(TM) is required to display this content

e To resolve this click on the ‘Install Plug-in’ button along the yellow bar near the top of the screen.

e This will take you to Java home page. Click on the ‘Free Java Download’ button, run and complete the
installation.

e After this is done, close your browser and reopen and then access the VPN. Once this is done there may
be two instances of Java in the ‘Programs’ section of ‘Control Panel’ one titled Java Version 8 update 25
and the other Java Version 8 update 25 (64-bit), do not delete either version until the next Java update.



